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1. Introduction

The Archive API was developed by Premier One to allow 3™ party vendors access to the basic
features of the Archive software. In it’s first iteration it is very basic and has minimal features. In the
future the APl is expected to grow in ability and usability. The API consists of 4 endpoints listed
below where each endpoints arguments and expected responses are discussed in detail. Each
vendor will be given a unique username and password which will be required in order to receive an
authentication token to use the API and it’s functionalities. The root domain and all endpoints
require the use of secure hypertext transfer protocol (https).

a. Root Domain
The root domain for accessing the APl is:
https://api.tmiarchive.com/
The root domain has no functionality other than to display the current version of the API

and instruct an end user to use the correct endpoint for whatever it is they wish to
accomplish. This root domain is the same for every location across the TMI network.

b. List of Endpoints

The Archive API consists of 4 endpoints:
1. Authentication: https://api.tmiarchive.com/authentication

The authentication endpoint is used to generate authentication tokens which must
then be used to access the other endpoints of the API.

2. Query Endpoint: https://api.tmiarchive.com/query

The query endpoint is used for querying the Archive application for information
about and the content of a specific folder in Archive. In this first iteration this
endpoint is tied with the Ramquest databases at each TMI location as such the only
folders this endpoint currently has access to are those with a Ramquest folder ID
which can be found in the Ramquest application.

3. File Endpoint: https://api.tmiarchive.com/file
The file endpoint is used in conjunction with the query endpoint to download a file.
Currently this file must be specified by filename or file ID. In the future this endpoint
will become more restrictive in what files are allowed to downloaded. As of now

there is no way to restrict which files can and cannot be downloaded.

4. Upload Endpoint: https://api.tmiarchive.com/upload
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The upload endpoint is used to upload files into the API with all the associated
properties of that file including Archive keywords and values as well as file type and
category. The uploading of files similar to the query endpoint is restricted to folders
with a Ramquest folder ID at this time.

c. Security

The Archive API is built to be as secure as possible. Just by nature of what an APl is the
root domain and endpoints are exposed to the outside world known as the internet
which necessitates being as cautious as possible to avoid a data breach.

As previously mentioned, the APl uses the encrypted https protocol as well as a unique
username and password for each user. In addition to these basic security measures, we
have set the API to only allow whitelisted IP addresses. Vendors must submit a list of IP
addresses they wish to use to access the API. Internal IP addresses on the TMI network
will already have access to the API. Every 6 months an IP address audit will be done
automatically. Any whitelisted IP addresses that have not accessed the API during that
time will be removed from the system.

API tokens generated from the authentication endpoint will only be valid for 15 minutes
and requests are limited to 10 per minute. To adjust these limits, contact the
development team at Premier One.

Vendors working with TMI and the Archive application will initially only be able to target
the Archive Demo instance. In production this restriction will be lifted, and full access

will be implemented across all TMI Archive instances. During the production the “demo”
location argument will be used for all API requests.

d. Technical Support

For technical support, additional information, or to whitelist additional domains please
contact the Premier One development team.

Premier One Development Team

Email: devteam@premier-one.com
Phone: (785) 354-8233

Someone from the development team will get back to you ASAP to help resolve any
issues with the APl you may have. For feature requests or other non-technical feedback
or communication please contact the Development Manager.

Premier One Development Manager

Joseph Mioni
Email: josephm@premier-one.com
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2. Archive Instances

TMI has multiple locations and as such has multiple instances of the Archive application. All
endpoints except for the authentication require a location argument to work properly. Below is
a table of each location and the corresponding argument needed for that location.

Demo Archive demo
Dominion Title dom
Kansas Secured Title kst
Missouri Secured Title mst
National Secured Title nst
Nebraska Title Company ntc
Oklahoma Secured Title ost
Rochester Title & Escrow rte
Secured Title Of KC skc
Secured Title Of TX stx
Title Midwest Corporate tmi

3.Default Behaviors

There are several default behaviors for different aspects of the API that are listed below some of
these defaults can be overridden others cannot by design.

Property Default Value Can Be Overridden
Upload File Name Search / Exam Notes Yes
Upload File Type Search / Exam Notes No
Upload File Category Title No
Query Include File List false Yes
Query Include Folder Keywords false Yes
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4. Authentication Endpoint

a. Introduction

To use the authentication endpoint, you will need to craft a custom http request in
whatever development language you are using. For this documentation guide PostMan is
being used to test generate and receive the requests and responses. PostMan allows you to
easily generate the code needed for a variety of development languages. The APl will work
with any tool that can generate and receive http requests and responses. The
authentication endpoint uses POST. For the authentication endpoint all arguments must be
passed in the http request body. The content type is x-www-form-urlencoded. The endpoint
will issue an authentication token that will be needed to access the other endpoints
successfully. The token is valid for 15 minutes.

Quick Reference

URL: https://api.tmiarchive.com/authentication

Request Type: POST

Body Content Type: application/x-www-from-urlencoded

b. Arguments

Argument Value Required Location
username Unique to vendor. Yes Body
password Unique to vendor. Yes Body
grant_type password Yes Body
Sample:
POST W https:ﬂapi.tmiarchive.ceWauthenticatiun| m
Farams Autherization Headers (11) Body @ Pre-raguest Script Tests Settings Cooklas
nene form-data @ g-www-ferm-uUrlenceded raw binary GraphQL
KEY VALUE DESCRIPTION eoo  Bulk Edit
usaErnarme TestAdminUser
passwerd testadminuser
grant_type password
Key Walue Deszcripticn
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c. Response

The expected response is an authentication token. If you have any invalid arguments the
endpoint will return an error.

Sample:
Body Cookies Headers (10)  Test Besults @ Status: 200 0K Time: 189 ms  Size: 614 B Save Respohse
Pretty Raw Pravigw Yisualize JSON = O Q
i I
2 "access_token":

"YdZ bkt g INMEcThayovyjvBges5iPiojdwiss_iozwIbcdywEre_38ffEmAd2ogelvdeps5I0ssAB3dlo? _wIbWPPxjpos0nixhadp - T20vHIM
RbCGENpMMNS TP oG - AaK7WIGCEsCa_ 11P4CIFEZx1i4i0str2xzK)2 IvON14NE0di0bGovtzeTxoPPnkh40x51IunGZPCFO916Kokgh18dgaHe
Indexewzw?XnkD0K0Z9YZ3zRB0qo=2d70n09iE_zq82uoGaTYALH29gMyd0T _CFEdIKlq7MsZ - vAEE470F IGkYE_9tp3xtwGhERURKb -ShiR
MEYEENICEXKL] baw" ,
3 "token_type": "bearer",
“expires_in": 899

. T

5.Query Endpoint

a. Introduction

The query endpoint is used to get information about a folder that exists in Archive. The
request must be authenticated by including the authentication token in the request header.
Content type is application/json. The query endpoint uses GET and at a minimum requires a
folder ID as an argument.

Sample of Request Header:

Pararns & Authorizatich Headers (8] Brody Pre-request Script Tests Settings Cookles

Headers © B hiddan

KEY VALUE DESCRIPTION son  Bulk Edit  Pressts
Contant-Type applicationfjson
Authorizaticn Bearer gFLEInhGvET SCEPFrgmDituyWZGUesp...

Key Value Dascription

Quick Reference:

URL: https://api.tmiarchive.com/query
Request Type: GET

Header Content-Type: application/json
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b. Arguments

As this endpoint uses GET the arguments are submitted via URL parameters. The keywords
arguments determines is you would like to include the folder keywords and values
associated with the Archive folder. The documents keyword determines if you would like to
include a list of documents currently in the associated Archive folder. For both of these
arguments the default is false so the arguments only need to be included if being set to true.

Argument Value Required Location
X Unique Ramquest
folderid d a Yes URL Param
folder ID
keywords true or do notinclude | No URL Param
documents true or do notinclude  No URL Param
Sample:
GET ~ https:ffapi.tmiarchive.cc;mfnuew?fclderid:PWTD382&keywcrds=true&dccuments:true m
Params @ Autherization Headers (3] Body Pre-request Script Tests Settings Cookles
Query Params
KEY WALUE DESCRIPTION EL Bulk Edlt
folderid PWTD382
keywords true
documents true
Key Value Description

c. Response
The response will be in JSON format with 3 possible sections: Folder Information, Folder
Contents, and Folder Keywords. If the folder ID is not found in Archive it will query
Ramquest and import the folder first. If the folder ID is not found in Ramquest the endpoint
will return an error.

Folder Information:

ArchiveFolderID: The internal ID used by Archive.
FolderName: The name of the folder in Archive.
RQFolderlD: The folder ID used by Ramquest.

DrawerlID: The ID of the drawer that contains the folder.
Drawer: The name of the Drawer that contains the folder.

Folder Contents:

ArchiveFilelD: The file ID used in Archive.
Description: The name of the file in Archive.
Path: The actual path to the physical file.
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DrawerlD: The ID of the drawer containing the file.
Drawer: The name of the drawer containing the file.

Folder Keywords:

keywordID: The ID of the keyword used by Archive.
Keyword: The name of the keyword.
KeywordValue: The assigned value of the keyword.

Sample:
Bedy Coockiss  Headers (11)  Test Results @ Status: 200 0K Time: 440 ms  Size: 21.44 KB Save Response
Pratty Raw Pravigw Visualize JSON v = b Q
[ "
2 "FolderInformation": [
3 i
4 "archiveFolderID": 4@996,
5 "FolderName": "&lex Johnson, Sr. & Raefnne Johnson",
3 "RQFolderID”: "PwTE3E2",
7 "DrawerID": 79,
3 "Drawer": "Purchase"
9 i
10 1:
11 "FolderContents": [
12 i
13 "frchiveFileID": 132544,
14 "Description": "48-Year Search @83@iize”,
15 "Rath”: "VPLDEV- RO Webtenp' i colevi \PWTES82 443066 _ASK SeTvice  8632867_1567164012 . pdf",
16 "DrawerID": 79,
17 "Drawer": "Purchase"”
18 1
an r []

6.File Endpoint

a. Introduction

The file endpoint is used to download a file from Archive. The authentication must still be
included in the header for this request to work. The file ID will be found using the query
endpoint under the Folder Contents section.

Quick Reference:
URL: https://api.tmiarchive.com/file

Request Type: GET
Header Content-Type: application/json

b. Arguments

Argument Value Required Location

fileid Unique file ID Yes URL Param
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Sample:

GET w hitpe:ffapi tmiarchive. comydapifiletfileid= 1325445| m

Params @ Autherizaticn Headers (3] Body Pre-raguest Script Tesats Settings Cookles

Guery Params

KEY VALUE DESCRIPTION ooa  Bulk Edlt
filgid 1325445
ey Walue Desecription

c. Response

The response is simply the raw file data. It is up to the vendor to save as a file with an
appropriate file name. File type can be determined from the file header or by using the file
name received from the query endpoint.

7.Upload Endpoint

a. Introduction

The upload endpoint allows vendors to upload a file into a specified folder. The folder ID is
the Ramquest folder ID. The drawer ID will also be needed, the drawer ID can be found in
the query endpoint when getting the folder information. Currently the file category and file
type are automatically assigned as indicated in Section 3. The file name can be overridden
by including the filename argument.

Quick Reference:

URL: https://api.tmiarchive.com/upload
Request Type: POST

Header Content-Type: application/json
Body Content-Type: multipart/form-data

b. Arguments

Argument Value Required Location
file A file Yes Body
Ramquest folder ID
rgfolderid where the file should Yes Body
be uploaded.
The drawer the
drawerid Ramquest folder is Yes Body
located in.
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The TMI Archive

location instance being Yes Body
targeted.
Optional file name to
filename override default file No Body
name.
Sample:
POST v https://api.tmiarchive.com/upload|
Params Authorization Headers (11) Body ® Pre-request Script Tests Settings Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION 000 Bulk Edit
dummy.pdf X
rqfolderid PWT0382
= drawerid Textv 79 0]
location demo
Key Value Description
c. Response
The endpoint will either return uploaded or an error message.
Sample:
Body Cookies Headers (11) Test Results @) Status: 200 OK Time: 418 ms  Size: 449 B Save Response v
Pretty Raw Preview Visualize JSON v =) O Q
1 "Uploaded" I H

8.Future Versions

File in this section.
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